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Presentation Objectives

Our clients tell us that are having challenges meeting the 
compliance and audit demands. Moreover, the pervasiveness 
of mobile devices and cloud computing adds more complexity 
and  challenges.

During this presentation we present you with three solutions 
that will provide a sustainable, effective and cost-efficient 
approach to achieving improved security and long term 
compliance. 
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Agenda

�The Changing Threat Landscape

�How IBM helps clients meet the security challenges

�Three Foundational Security Solutions/Best Practices
–Data Protection
–Key and Certificate Management
–Mobile Security

SOX  J-SOX

PCI-DSS

Basel II

ISO 27000

FISMA

HIPAA

GLBA

ITAR
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The impact of security breaches is becoming more apparent…

Security breaches are on the 

increase: cyber attacks have 

increased 158% since 2006
1
, and 

worldwide cyberattacks increased 

30% over the second half of 2008
2
.

Sources:
1
US Department of Homeland Security, 

2
IBM Internet Security Systems X-Force

158% increase
Economic impact of cyber 
attacks on businesses has 
grown to over $226 billion 
annually.

Source: Congressional Research 
Service study

$226 Billion 

Private-sector statistics 

show that the insider 

threat is up more than 

52% in the past year.

52% 

Nov 7, 2008

Attackers H
old Millions

 of 

Patient Rec
ords for Ra

nsom

Blackmailers are threatening to expose 

millions of patient records maintained for 

a company in the pharmaceutical 

industry unless the company pays a 

ransom. Source: DarkReading

Dec 18, 2008

Medica
re data

 accide
ntly 

breach
ed

More than 9,000 New Hampshire residents 

enrolled in Medicare Part D had some personal 

information compromised this month when the 

state's Department of Health and Human 

Services included a mistaken attachment in an e-

mail to health care providers.

Source: Concord (N.H) Monitor 

June 12, 2008

Unauth
orized f

ile-shar
ing soft

ware 

leads to
 Pfizer 

employees
’ data 

exposu
re 

The spouse of a Pfizer employee downloaded 

file-sharing software, which violated the drug 

maker’s policy, to a company-issued laptop. This 

exposed the private data over a peer-to-peer 

network. Source: SC Magazine.com blog

A third of healthcare workers 
keep confidential information 
on portable devices without 
adequate security.

Source: “Healthcare workers putting 
patient data at risk”

33%

July 25, 2008

European C
ourt fines F

inland 

for data bre
ach

The European Court of Human Rights 

has ordered the Finnish government to 

pay €34,000 because it failed to protect a 

citizen’s personal data, by not 

adequately securing and protecting a 

patient’s confidential record.
Source: eHealth Europe

Mar 29, 2009

VA to pay $
20 million for da

ta 

breach

Agreement resolves suit over loss 

of laptop with data on 26.5 million 

veterans and service members, AP 

reports.
Source: Government Health IT

Hackers swiped PlayStation Network user data: Sony
Sony is warning that hackers stole password, birthday and other data about users of its 

PlayStation Network that connected PlayStation 3 (PS3) consoles to online games, films and 
more.

PlayStation Network and Qriocity streaming music service were turned off April 20 in the wake of
an "external intrusion," according to Sony spokesman Patrick Seybold.
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Conventional Approaches Fail

Force Business Process to Change

Increasing Complexity, Cost and Risk

User Productivity Impacted

New Threat = New Product, Vendor

Numerous Control Panels, Interfaces

Multiple disparate Policies, Reports

Expensive Deployments, Support

PROBLEM N… / VENDOR N…

HOST IPS / VENDOR 6

AUDIT & FORENSICS / VENDOR 5

DATA CLASSIFICATION / VENDOR 4

EDRM & ENCRYPTION / VENDOR 3

CONTENT MONITORING / VENDOR 2
DEVICE CONTROL / VENDOR 1

AvMed: Data of 208,000 at risk after 

Gainesville theft
Date: Mon, 8 Feb 2010 13:30:12 -0500

Gainesville Times
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Clients today are facing new pressures to improve risk management

� “Threats are growing and changing.  How 
do I stay current and assess their impact 
on the business?”

� “How can I be sure that my security 
policies and up-to-date and meeting the 
organization’s risk management 
objectives?”

� “I need a dashboard that not only 
provides business management a view of 
the risks, but also enables IT to pinpoint 
its source.”

� “How should I allocate security spending 
to maximize risk reduction?”

� “Which security tools would help me best 
lower my IT risk?”

� “Regulatory mandates are growing and 
impacting more areas of the business.”

� “I need a map that shows if a control will 
address multiple regulations.”

� “These regulations are a moving target.  
How can I be sure my controls are kept 
current?”

� “Privacy laws are more strict in Europe.  
Are my US-defined controls sufficient?”

� “How can I assess that my vendors and 
partners are also in compliance?”

� “How can IT help my Compliance Officer 
demonstrate to examiners that we are in 
compliance?”

Compliance-related pains

Risk Management-related pains
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A smarter planet introduces several security challenges.

Source: Compliance Management News: Governance, risk and compliance spending to grow in 2010, by Linda Tucci, Senior News Writer, December, 2009 
http://searchcompliance.techtarget.com/news/article/0,289142,sid195_gci1375707,00.html

Increasing  
complexity

Rising                       
costs

Ensuring 
compliance 

Key drivers for security projects

Spending by U.S. 
companies on governance, 
risk and compliance will 

grow to US$29.8 billion
in 2010

The cost of a data 
breach increased to 

US$204 per 
compromised customer 
record 

Soon, there will be            

one trillion connected 
devices in the world, 
constituting an “Internet 
of things”
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A Security Framework supports Integrated Service Management 
helping you assess and manage risk

DATA AND INFORMATION
Understand, deploy, and properly test controls for 

access to and usage of  sensitive data

PEOPLE AND IDENTITY
Mitigate the risks associated with user access to 

corporate resources

APPLICATION AND PROCESS
Keep applications secure, protected from malicious 

or fraudulent use, and hardened against failure

NETWORK, SERVER AND END POINT
Optimize service availability by mitigating risks to 

network components

PHYSICAL INFRASTRUCTURE
Provide actionable intelligence on the desired 

state of physical infrastructure security and make 

improvements 

GOVERANCE, RISK MGMT AND COMPLIANCE
Ensure comprehensive management of security 

activities and compliance with all security mandates 

GRCGRCGRC
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Three smart security solutions to manage 
threat, improve operational efficiency

Data Protection

Key and Certificate Management

Mobile Security
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EMAIL & WEB UPLOADS
(HTTP, SSL - Personal Web Mail)

IM / FTP / P2P 
FILE TRANSFER

REMOVABLE
MEDIA

(CD, USB…)

HARDCOPY
(Printers, PDF)

NETWORK RESOURCES

LEGACY APPS
(Field Level Audit Trail)

(3270, Win32, Web)

ENTERPRISE 
APPLICATIONS

UNSTRUCTURED DATA
& FILE SHARING
(Copy, Move…)

10

Data, Data, Data ……Everywhere
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Endpoint Information Protection vs Data Loss Prevention
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Value Proposition

� Enable the enforcement of the usage policy based on the 
classification of the data

� Monitor and control employee behavior at the endpoint 
egress points for data leakage on network and off for (Call 
Centres, 3rd party, Partners, Dealers, M&A)
• Content inspection of files, buffers and streams usage visibility 

and efficient control capabilities

� File transformation/encryption will propagate the file 
labels

� Managing data loss to business by guiding the end user to 
apply the risk appropriate remediation controls 

� Where controls have not been applied, inform the data 
owner/business on data breaches and usage reports by 
classification



© 2010 IBM Corporation

v20100614

13

Continuous Logging, Auditing – Summary, Inventory, Trending & Forensic Reporting

Data-Centric  Information Understanding and Protection

ACTIVITY
What is the User
Doing With It?

DISCOVERY
What & where is
Sensitive Data?

DESTINATION
Where Is the
Data Going?

CONTROL
What action is 
appropriate?

Classification
-Persistent
-Inheritance

Context
-Location
-Type
- User

Content
-Regular Exp
-Similarity
-Keyword
-Dictionary

Monitor & Detect

Email
-Attach
-Copy/Paste
-Compose/Send

Files
-Move
-Copy/Paste
-Burn/Print
-Upload

Application Data
-View
-Delete
-Modify
-Copy/Paste

Devices

Applications

Networks

Printers

Internet

Recipients

Incident Alert
- Detection

Prompt User
- Intent/Educate

Warn User
- Awareness

Encrypt Data
- Protection

Block Action
- Prevention

Mask Data
- Need to know

IDENTIFICATION
Who is

using the Data?

Privileged
-Managers
-Divisions 
(M&A, HR)

Admins
-DBA
-Desktop
-Network
-Local

Regular
-Need to 
know

Context
-On/Off site
-Wireless/ 
LAN
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Continuous Strategic Information Protection

�Complete data level Visibility

�Perform risk-based evaluation 
of data location & usage

�Define actionable data 
classification & information 
protection policies

�Drive policies into action

�Align information protection 
policies & business processes

�Train and drive accountability 
to end users in real time

�As change occurs, monitor 
and detect and repeat the 
process
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Solution Context: Create a holistic framework to unify the who, what, 
when, where, and how to protect data every step of the way
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Three smart security solutions to manage 
threat, improve operational efficiency

Data Protection

Key and Certificate Management

Mobile Security
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Recent Headlines
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Unquantified and Unmanaged Risk

� Market Threats to Security
– Stuxnet
– Wikileaks
– PS3 Master Key Compromise

� Compliance & Security
– Major online banking project delayed nearly two years due to private key 

security concerns
– PCI 2.0 is putting much greater focus on private key security in audits
– Major retailer proactively deploying 10s of 1000s of certificates for PCI 

compliance

� System Downtime and Outages
– Trading system crashes; unavailable to customers and brokers through 

remainder of trading day 
– Loses multiple business applications simultaneously; DSL provisioning down 

for nearly 24 hours
– Production line down for several hours

An Evolution
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Is Your Organization at Risk?

� How would you answer these questions?
1.Key & certificate vulnerability?

a) Can you account for all of the digital certificates and encryption keys 
in your environment?

b) Do you know who owns the keys and certificates?
c) Do you know which keys/certs will expire/rotate in the next 10 days?
d) Do you know the issuing source & physical location of the keys and 

certificates?
2.Do your administrators have direct access to private keys? 

a) Are key and certificate management processes manual?
b) Do separation of duties and access controls exist?
c) Are key operations logged?

3.Do keys & certificates protect sensitive regulatory data and  
communications?
a) What types?
b) How valuable is this data? How valuable are the communications?

Do you have Unquantified and Unmanaged Risk?
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Case Study

� Net Results
– Confirmed Unquantified Risk

• 95% Larger Population than expected
• 110% More Unused Certs than expected
• Risk is Managed

Reduced # of CA’s:

»Before: 4 CA’s: 2 known & 2 unknown  

»After: 2 CA’s: 1 internal & 1 external
• Reduced scattered data: 
• Before: 3 separate spreadsheets with no backup
• After: Single database with production backup
• Proactive Discovery every 24 hours automated
• Proactive Notification automated 

Notify every 60, 45, 30, 15, 5 days until renewed

Unknown

Known

Installed Not Installed

On 
Radar

1,255
In 3 XLS’s

40 
In 2 CA’s

Off 
Radar

1,202
Not Recorded

55 
In 2 CA’s

Installed Not Installed

On 
Radar

2,457
1 Data Base
Backed Up

5 
In 2 CA’s
1 Int/1 Ext

Before After
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Best Practices For Key and Certificate Management

Practice Description

Downtime 
Avoidance

Ensure certificates and keys do not expire in-place:
1. Build a complete and accurate encryption asset inventory
2. Validate accuracy of inventory & update regularly
3. Determine responsible parties for each asset
4. Monitor for expirations
5. Notify responsible parties and escalate as necessary

Enhanced 
Security / Risk 

Reduction

Improve key and data security:
1. Determine current key access chain
2. Ensure key protection standards are in place
3. Reduce exposure to absolute minimum
4. Minimize validity periods
5. Track parties and rotate keys immediately in response to changes

Demonstrable 
Compliance

Show clear evidence of policy compliance:
1. Establish concise policy guidelines (dual control, separation of duties, logging, policy)
2. Reconcile inventory with applicable policies
3. Show timeline for demonstrable adherence
4. Establish audit response process
5. Establish response plan for out-of-policy items

Operational
Cost 

Reduction

Reduce encryption asset management costs:
1. Minimize repetitive and error-prone manual processes
2. Leverage appropriate sourcing for encryption assets
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Venafi Key & Certificate Mgmt Solution

Discover & Monitor

� Locate certificates and 
keys
� Published or 

unpublished
� Create Book of Assets

� Asset Type
� Expiration/Rotation 

Dates
� Notify admins of expiring 

assets
� Provide reporting/export

Enroll

� Provide simple, common 
process for new/renewal
� Multiple Certificate 

Authorities
� Reduce admin time to 

minutes with consistent 
quality results

� Engage & educate 
distributed admin users

� Policy driven workflow 
processes

Provision

� Eliminate business 
interruption risk
� 100% verification

� Control the complete 
process 
� Human check points 

with automation
� Automated enforcement of 

all policies
� Full history logging

Infrastructure Management

Unified Enterprise Policies | External System Interfaces | Granular Controls | Workflow Driven
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Three smart security solutions to manage 
threat, improve operational efficiency

Data Protection

Key and Certificate Management

Mobile Security
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The mobile worker population grew to 1 billion in 2010, with the
increasing proliferation of smartphones and other smart devices 
becoming a notable management challenge

WW Mobile Worker Population (M)

557.4 591.7 627.9 664.2 700.6

338.3
355.3

374.9
396.8

419.850.6
53.6

56.9
61

65.9

0

1400

2009 2010 2011 2012 2013

Office Non-office home worker

WW Smartphone Shipments (M)

46.0 63.0 78.4 91.6 102.6
38.3

57.1
67.0

74.6
81.8

39.8

61.2

75.7
92.8

113.9

17.4

17.7

18.2

18.9

19.9

31.9

51.5

66.4

83.9

102.0

0

480

2009 2010 2011 2012 2013

USA W. Europe AP Japan ROW

2009-2013 CAGR = 5.8%

946.3
1000.5

1059.7
1121.9

1186.2

2009-2013 CAGR = 24.8%

173.5

250.4

305.7

361.9

420.3

Sources: “WW Mobile Worker Population 2009-2013 Forecast,” IDC, December 2009.  “WW Smartphone 2010-2014 Forecast Update: June 2010,” IDC, June 2010.
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� Allow employees to access business 
information anywhere, anytime

� Improve worker effectiveness and 
productivity through better connectivity 

� Provide mobile work locations for employees

� Increase business communication and 
collaboration

� Improve responsiveness to clients’ needs

� Reduce telecommunication and network 
ownership costs

Mobility solutions enable organizations to improve information 
access, enhance productivity and provide better client service

Requirements
Mobile devices bring enterprises 

great benefits:

But they also present 

significant challenges:

� Support for a variety of mobile device types, 
platforms, and service providers

� Management of devices not necessarily 
owned by enterprises  

� Mix of business and personal information on 
the same device

� Dissemination of enterprise confidential 
information on insecure device

� Lack of control on applications that can exist 
on devices 

� Short of skills for mobile technology
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Smartphones cause the most security concerns among IT executives, 
as 44% of users purchase their own devices

Sources: “Understanding Information Worker Smartphone Usage,” Forrester, 
November 2009 and Kapersky Lab

“How concerned is your firm about the level of security or 
IT risk in adopting the following technologies or 

technology initiatives?”

“Which of the following statements describes 
the primary smartphone you use for work?”

Growth in number of known malware modifications 
(2004 – 2009)
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The security threats to mobile devices have evolved to all the threats  
applicable to desktops plus new ones unqiue to mobile devices 

Opportunities exist for potential attackers to 
eavesdrop and extract personal information from 
phone directories or just pinpoint a users whereabouts 
by queurying the phone’s GPS system. 

Rutgers University

Researchers have demonstrated how they can force 
certain types of smartphones to visit a malicious URL or 
install an application without user approval 

News.cnet.com

As mobile devices become more ingrained in individuals 
lives, they tend to contain more financial, medical 
corporate and personal information, ripe for exploitation. 
Also we see mobile devices become a conduit for 
financial transactions, the need for security will grow.

Deloitte

Mobile devices are becoming 

Mobile computers…but are they 
being protected the same way?

The threat profile to mobile handheld devices 

is actually a superset of the profile for 

desktops:

� Malware - viruses, worms, Trojans, 

spyware

� Spam – voice, SMS, email based

� Device loss or theft - losing sensitive data

� Application installed without permission

� Eavesdropping - sniffing data as it is 

transmitted

� Access to corporate data from 

unauthorized devices

� Exploitation and Misconduct -

online predators, pornography
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A comprehensive mobile security solution built upon Juniper’s 
industry leading mobile security technology and IBM’s world class 
cloud-based managed security services  

+

“Juniper is an industry leading networking equipment and technology provider. IBM is 
the largest IT service provider in the world.  Combining the technology innovation, 

solution delivery capability, and service quality of these two companies gives clients a 

best guarantee in securing employees’ wireless devices used in the workplace.”
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Juniper’s Junos Pulse Mobile Security Suite (SMobile) is designed for 
enterprises to embrace mobile devices with security risks minimized

DESIGNED TO PROVIDE: 

� Granular role-based, secure VPN on mobile devices
� Security on a broad range of mobile devices from malware, viruses, & spam
� Ability for enterprise IT to alleviate primary concern on mobile devices and 

smartphones – loss/theft 
� Flexibility and ability for enterprise IT to support employees’ personal devices in 

a zero-touch deployment model

Broad, comprehensive mobile platform support

iPhone Google Android Win Mobile Nokia Symbian BlackBerry
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A comprehensive set of security features is provided to address 
major security concerns of various customer groups  

ANTIVIRUS
PERSONAL 
FIREWALL

ANTI-SPAM
LOSS/THEFT
PROTECTION

DEVICE 
MONITORING 
and CONTROL

� Blacklist filtering –
blocks voice and 
SMS spam
• Block calls, 

messages or both,
• Automatic adds 

contacts to 
blacklist

� Message settings
• Save to Inbox, 

save to spam 
folder or delete

� Disable alerts for 
incoming messages 

� Automatic denial for 
unknown or 
unwanted calls

� Real-time protection 
updated 
automatically

� Scans files received 
over all network 
connections
• SMS, MMS, email, 

direct download, 
Bluetooth, infrared, 
etc.

� On-demand scans of 
all memory or full 
device

� Alerts on detection

� Inbound/Outbound 
Port +IP Filtering 
automatically

� Full control of 
alerts/logging

� Default (high/low) 
filtering options + 
customizable

� Remote Lock and/
or Wipe 

� GPS Locate/Track
� Device 

Backup/Restore
� Remote 

Alarm/Notification
� SIM Change 

Notification

� Application inventory 
and removal

� Monitor SMS, MMS, 
email message 
content

� View phone call log 
and address 
book/contacts

� View photos stored 
on device 
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Smart Business Security Services delivered from the IBM Cloud

Security Event and 
Log Management

Vulnerability 
Management Service

Managed Web and 
Email Security Service

X-Force Threat 
Analysis Service

From the Cloud – IBM Security Operations Centers

Offsite management of logs 
and events from IPS’s, 

Firewalls and OSs

Proactive discovery and 
remediation of vulnerabilities

Protection against spam, 
worms, viruses, spyware, 

adware, and offensive content

Subscription 
service

Monitoring and 
management

Cloud based

Customized security 
intelligence based on threat 
information from X-Force 

R&D team

Mobile Security 
Service

Protect mobile devices 
and control access to 

corporate network

To the customer – Offering Security Tasks off the Ground

Analysis and 
reporting
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We offer a variety of services across all domains of the IBM 
Security Framework

We help you assess, 
plan and implement 
security solutions 

Examples:

● Security assessment 
services

● Architecture, design 
and implementation 
services 

We manage it 
for you from 

the cloud 

Examples:

● Managed and 
monitored firewall 
services

● Managed IDS/IPS

We provide service 
in 

the cloud

Examples:

● Security Event & 
Log Management

● Hosted Vulnerability 
Management

● Mobile Security

Professional 
security services

Managed 
Security services

Cloud security 
services

1 2 3

Our portfolio of services – summary view
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IBM Security Services provides leading solutions across the IBM 
Security Framework

Professional 
services

Managed 
services

Cloud 
services

Identity and access 
management services

Physical security services 

Data security services

Security governance, risk and 
compliance services

Application security services

Infrastructure 
security 

services* 
(threat mitigation) Unified threat 

management

Vulnerability assessment

Security log management

Managed identity and 
access management

E-mail security

GRCGRCGRC

Web and URL filtering

Intrusion 
prevention

Web and URL filtering

Security event management

Threat assessment

Firewall 
management
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IBM has unmatched global and local expertise to deliver holistic
security solutions across our entire portfolio

9 Security 
Operations 

Centers

9 Security
Research
Centers

400+ 
security 

operations 
analysts

600+ field 
security 

specialists

133
Monitored
Countries

900+ Professional 
Services Security 

Consultants

• 16 Acquisitions in security space

• 3,700+ MSS clients worldwide

• 13 Billion+ events managed daily

• World class security research

4,500 
Security 
Delivery 
Experts

11 Security 
Solution 

Development 
Centers



© 2010 IBM Corporation

Thank You



© 2010 IBM Corporation

Standby Slides



© 2010 IBM Corporation

v20100614

37

Security from the Cloud
Smart Business Security Services delivered from the 
IBM Cloud

Security Event and 
Log Management

Vulnerability 
Management Service

Managed Web and
Email Security 

Service

X-Force Threat 
Analysis Service

From the Cloud – IBM Security Operations Centers

To the Customer – Offloading Security Tasks on the Ground

Offsite management of logs and 
events from IPS’s, Firewalls and OSs

Proactive discovery and 
remediation of vulnerabilities

Protection against spam, worms, 
viruses, spyware, adware, and 

offensive content

Subscription 
service

Monitoring and 
management

Cloud based

Customized security 
intelligence based on threat 
information from X-Force 

research and development 
team



© 2010 IBM Corporation

v20100614

38

Advantages

� Application security 

assessment

� Application source code 

security assessment

� Secure Web gateway

Secure applications 
How can my business keep applications secure, protected from 

malicious or fraudulent use and hardened against failure?

Business challenges:

IBM Services Offerings

Up to 20% of application 
development costs can be for 
coding custom access controls 
and their corresponding 
infrastructure

The vast majority of new 
vulnerabilities emerge in 
applications, and 74% of these 
vulnerabilities have no patch 
available today

Vulnerabilities caught during the 
coding phase are 600x less 
expensive to fix than those 
caught after a product is 
released 

Embedding application access 
controls 

Discovering application 
vulnerabilities

Reducing remediation costs

� Reduce risk of outage, defacement or data theft 
associated with web applications

� Assess and monitor enterprise-wide security 
policy compliance

� Improve compliance with industry standards and 
regulatory requirements (e.g., PCI, GLBA, HIPAA, 
FISMA…)

� Improve ability to integrate business critical 
applications
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Advantages

� Penetration & Assessment

� Emergency Response service

� Deployment and Staff Augmentation

� Firewall Management

� Intrusion Prevention System management 

� Managed protection services

� Unified threat management

� Security intelligence analyst

� Hosted e-mail and Web security 

� Hosted vulnerability management

� IBM X-Force hosted threat analysis 

� Hosted security and event log mgt

Manage Infrastructure Security 
How can my business optimize service availability while mitigating 
risks?  

Business challenges:

IBM Services Offerings

Despite the economic downturn, 
63% of CSOs expect security 
spending to increase or stay the 
same

Malicious/criminal attacks 
account for nearly a quarter of 
data breaches and are the most 
costly to the enterprise

IBM X-Force analyzed over 
1,600 vulnerabilities in Q3 
2009 alone

Managing security costs 
Properly implementing controls at 

the network, server and endpoint to 
thwart attacks

Determining which threats and 
vulnerabilities pose the most risk 

to systems and assets

� Identify and address security risks before they 
can impact business continuity, company assets 
or brand

� Establish controls that meet compliance 
requirements

� Reduce cost of ongoing security operations 
management

� Increased productivity by decreasing risk, 
malcode infestation and incoming spam

� Simplified management for multiple security 
device types from many vendors 



© 2010 IBM Corporation

v20100614

40

Advantages

� Assesses compliance posture against a wide 
range of regulatory requirements and/or industry 
standards

� Makes appropriate trade-offs to align IT security 
with business objectives 

� Enforces appropriate security level in each area in 
light of business opportunities, threats and 
vulnerabilities 

� Develops the appropriate framework that can fully 
support the GRC initiative

� Security policy planning and 

development

� Security risk assessment 

� Security health check

� Information Security Framework

� Enterprise security architecture

� IBM Privacy services 

� Payment Card Industry (PCI) 

security assessment 

Business challenges:

IBM Services Offerings

87% of breaches are 
avoidable through reasonable 
controls* 

100% security does not 
exist – need to make the 
right trade offs  

The average enterprise is subject to 
hundreds of regulations which 
increasingly have “teeth” "and most 
organizations lack of a single point of 
ownership and accountability

Implementing appropriate 
policies and controls 

Understanding and managing 
risk

Satisfying regulatory compliance 
requirements

Managing risk and compliance  
How can my business effectively manage risks and ensure 
compliance with all security regulations?

GRCGRCGRC

* Verizon 2008 Data Breach Investigations Report
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Advantages

� Reduces the cost, increases efficiency and 
enables audit-ability of user lifecycle management 

� Decreases risk of internal fraud, data leakage, or 
operational outage

� Supports globalization of operations

� Enables shift to on-line services delivery for 
customers and partners across the globe

� Improves the end-user experience by providing 
faster access to information 

� Identity Assessment and 
Strategy

� User provisioning

� Web Access Management

� Enterprise Single Sign-On

� User Activity Compliance
Management

� Managed Identity
� Total Authentication Solution

Manage people and identities 
How can my business lower the costs and mitigate the risks 
associated with managing user access to corporate resources?

Business challenges:

IBM Services Offerings

“We are at risk of failing an 
audit because we can’t verify 
who has access to what and 
what our privileged users are 
doing”

“Each of our 400 applications 
has its own security access 
rules; it costs a fortune every 
time we need to change 
something”  

� “It takes us 2 weeks to get new 
users set up on all systems”

� “80% of our helpdesk calls are 
password resets, at $20 each”

Monitoring and reporting on user 
access

Providing secure and streamlined 
application access

Reducing cost and complexity of 
managing identities
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Advantages

� Data security assessment

� Design and implementation services 

for:

− Encryption

− Network data loss prevention

− Endpoint data loss prevention

− Key and Certificate Management

Protect data and information
How can my business enable robust protection of critical data assets 
across key control points without impacting productivity

Business challenges:

IBM Services Offerings

The average cost of a data 
breach is $6.7 million per 
breach, and the average cost 
for each compromised record 
is $2041

36% of data  breaches are the 
result of a lost or stolen laptop 
or other mobile data-bearing 
device 

82% of organizations in a recent 
study had more than one data 
breach in 2009 involving the loss or 
theft of more than 1,000 records

Preventing leakage of sensitive 
data across networks 

Protecting data at rest, in motion 
and in use – on a growing 

number of endpoints

Preventing unauthorized use of data 
and enforcing corporate security 

policies at the endpoints

1 - Ponemon Institute, 2009 Annual Study: Cost of a Data Breach

� Identifies key data security risks and assess key 
gaps in control points

� Protects data both on the network and at the 
endpoint with leading DLP technologies

� Provides controls to assure that data is not 
deliberately or inadvertently taken, leaked, or 
damaged

� Optimizes expenditures on protecting data while 
meeting audit and compliance mandates

� Improves protection of corporate data assets while 
not negatively impacting productivity


